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(54) SECURITY SYSTEM FOR EXTERNAL ROM 

' (57)Abstract: 
PURPOSE: To secure the security of data by providing a 
check means (program) for the fixed data area of an 
external ROM in a built-in ROM. 
CONSTITUTION: A built-in ROM 2 is provided with a 
check means (program) 2, compares fixed data stored in 
an external ROM 4 with data in the built-in ROM 2 and 
checks whether those data are coincident with each 
other or not. Namely, while the program is executed, the 
check means 3 checks whether the fixed data in the 
fixed data area of the external ROM 4 recognized by a 
one-chip CPU (microcomputer) 1 are fixed data set in 
advance or not, namely, checks the fixed data at a fixed 
address, fixed data stored in an auxiliary area, data on 
the counter number of bytes in the auxiliary area, and 
error detecting codes to all the areas provided in the external ROM 4. When any one of these 
elements is not coincident, the one-chip CPU 1 is turned to a held state, and the operation of 
the entire program is stopped. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The security system of the exterior ROM characterized by forming the check means of the 
fixed-data field of said exterior ROM in said buih-in ROM while providing the exterior ROM which has 
the fixed-data field which was connected to the constituted built-in ROM and said 1 chip CPU, and was 
set up beforehand so that it might be built in the 1 chip CPU and read-out could not be carried out from 
the outside. 

[Claim 2] The security system of the exterior ROM according to claim 1 characterized by storing the 
fixed data of the fixed address for performing the comparison with the data of the built-in ROM 
beforehand set as the fixed-data field of said exterior ROM. 

[Claim 3] The security system of the exterior ROM according to claim 1 to 2 characterized by storing in 
the fixed-data field of said exterior ROM the fixed data stored in the reserve field which the exterior 
ROM concerned has. 

[Claim 4] The security system of the exterior ROM according to claim 1 to 3 characterized by storing in 
the fixed-data field of said exterior ROM the number-of-counts data of the byte count of the reserve 
field which the exterior ROM concemed has. 

[Claim 5] The security system of the exterior ROM according to claim 1 to 4 characterized by storing in 
the fixed-data field of said exterior ROM the error detection sign to all the fields that the exterior ROM 
concemed has. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to the security system of the exterior ROM which raised 
the confidentiality of Exterior ROM, and safety in the ROM built-in 1 chip CPU (microcomputer) which 
carried out external [ of the exterior ROM ]. 
[0002] 

[Description of the Prior Art] In recent years, in the computer system using a microcomputer (MPU or 
CPU), the so-called 1 chip CPU which contained various kinds of functions (LSI for a communication 
link, parallel I/OLSI, ROM, RAM, etc.) in the CPU body itself is used briskly. In case especially the 
ROM buih-in 1 chip CPU constructs a small-scale system, it is used taking advantage of the merit that 
the miniaturization of a circuit can be measured. And what cannot rewrite the data which there are 
various kinds of things in ROM built in this 1 chip CPU, for example, were written in like a mask ROM 
at the time of manufacture, but is used for the general-purpose content of a program, the thing which can 
program only once by the user like the 1 time ROM, EPROM, E2 PROM, and the thing that can rewrite 
data freely like a flash memory are used according to each application. And these had the impossible 
protection ftinction and it was useful that anything read the content of ROM through the external bus 
connected to CPU also in respect of security, such as confidentiality and safety. Therefore, although it 
was not impossible to have built the program which controls the whole system using such ROM built-in 
1 chip CPU, either The possibility of nonconformity (existence of the bug which generates a program 
error) more nearly potential as the magnitude (shown by the number of steps) of a program becomes 
large as fate of a program also becomes high. And also on the occasion of partial modification which 
surely takes place when advancing employment of a program and going, the expensive ROM built-in 1 
chip CPU itself had to be exchanged, and there was a problem also in cost. Generally from such a 
situation, it was used for it, having carried out external [ of the rewritable exterior ROM ] to the 1 chip 
CPU (one times ROM and EPROM, E2 PROM, flash memory, etc.). However, since there was no 
protection function like ROM with a built-in 1 chip CPU, from the data alteration fi"om the outside etc., 
it was in the defenseless condition, and the problem on security called lowering of the secrecy nature of 
data and safety has arisen, and a certain solution was searched for. 
[0003] 

[Problem(s) to be Solved by the Invention] This invention is for solving the above troubles, and is 
offering the security system of the exterior ROM which secured the security of data by making the 
object in order to raise the security of the exterior ROM which carries out external to the ROM built-in 1 
chip CPU, establishing a fixed-data field in Exterior ROM, and checking the data of said fixed-data field 
with the check means of ROM with a built-in 1 chip CPU. 
[0004] 

[Description of the Invention] The object of above-mentioned this invention is attained by the security 
system of the exterior ROM characterized by to form the check means (program) of the fixed-data field 
of said exterior ROM in said built-in ROM while it possesses the exterior ROM which has the fixed-data 
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field which was connected to the built-in ROM constituted so that it might be buih in the 1 chip CPU 
and read-out might not be carried out from the outside, and said 1 chip CPU, and was set up beforehand. 

V 

[0005] Moreover, it is desirable to consider as the configuration which stored fixed data in the fixed 
address for performing the comparison with the data of the built-in ROM beforehand set as the fixed- 
data field of said exterior ROM. Moreover, it is desirable to consider as the configuration which stored 
in the fixed-data field of said exterior ROM the fixed data stored in the reserve field which the exterior 
ROM concerned has. 

[0006] Moreover, it is desirable to consider as the configuration which stored in the fixed-data field of 
said exterior ROM the number-of-counts data of the byte count of the reserve field which the exterior 
ROM concerned has. Moreover, it is desirable to consider as the configuration which stored in the fixed- 
data field of said exterior ROM the error detection sign to all the fields that the exterior ROM concerned 
has. 
[0007] 

[Function] Namely, if it is in the security system of the exterior ROM made to constitute like the above 
The fixed data of the fixed-data field of the exterior ROM which the 1 chip CPU side recognizes with a 
check means whether they are the fixed data beforehand set up into program execution Check actuation. 
Namely, check actuation of the error detection sign to all the fields that the fixed data of the fixed 
address, the fixed data stored in a reserve field, the number-of-counts data of the byte count of a reserve 
field, and Exterior ROM have is performed. Among these, if at least one is inharmonious, the 1 chip 
CPU will be in a HOLD status, and actuation of the whole program will suspend it. 
[0008] Thus, to the exterior ROM through which data may be rewritten, it may be altered, or the content 
may be looked into, even if you are among program execution, a check should always do with the check 
means by the side of the 1 chip CPU. (In case processing which specifically has a program by the side of 
Exterior ROM is performed, the 1 chip CPU side is surely accessed.) If coincidence of each fixed data is 
not checked, consequently it prevents from moving to activation, synthetic data and a synthetic system 
management - secrecy-izing of restricted data and reservation of security can be attained - can be 
performed. 

[0009] That is, since the program itself stops if a check should be started (i.e., when there is possibility, 
such as alteration of the content), since it constituted so that check management of the content of data 
might be performed using the check means by the side of the 1 chip CPU also in the exterior ROM 
without a protection function, the safety of data is maintained. 
[0010] 

[Example] The explanatory view in which drawing 1 thru/or drawing 4 show one example of the 
security system of the exterior ROM concerning this invention, and drawin g 1 explained the content 
stored in each field of the exterior ROM where the outline block diagram of this system and drawin g 2 
are used for the block diagram of a memory map, and drawing 3 is used for this system, and drawing 4 
are flow drawings showing the flow of processing. 

[001 1] One is the 1 chip CPU among drawin g 1 , and the built-in ROM 2 which has a protection 
fimction to data alteration is built in. And it has the check means (program) 3 so that it may mention 
later for this built-in ROM 2, and the fixed data stored in Exterior ROM are compared with the data in 
built-in ROM 2, and it is confirmed [ coincidence and ] whether it is inharmonious. 
[0012] 4 is the exterior ROM accessed by this 1 chip CPU 1 by the external bus, and is constituted by 
program memory 5 and data memory 6. (In addition, some which are prepared in program memory 5 
have this data memory 6.) And this program memory 5 and data memory 6 use the rewritable exterior 
ROM and ROM EPROM, for example, one times, E2 PROM, a flash memory, etc. if needed, 
respectively. 

[0013] 7 is data memory constituted by the exterior RAM similarly connected to the 1 chip CPU 1 by 
the external bus, and is specifically constituted by S-RAM, D-RAM, false S-RAM, etc. The input 
section by which the equipment with which 8 is used for the communication link which a printer and 9 
connect with a drop and 10 cormects with the telephone line etc., and 1 1 are similarly constituted from a 
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calender / a clock function, and 12 is constituted from a ten key etc., and 13 are motor drives which the 1 
chip CPU 1 drives directly. 

[0014] In addition, the program of ROM built in the 1 chip CPU is written in as previous work business 
using a commercial ROM writer. At this event, reading of the content of the ROM and access to the 
content from the outside are possible. Moreover, it is confirmed using a verify function or a check 
fiinction whether the content is written in correctly, and it makes the content of ROM after that the mode 
in which read-out is impossible by writing a specific command and data in the fixed address. 
[0015] Hereafter, the memory map of drawing 2 is explained. Namely, as shown in drawing, built-in 
ROM 2 is constituted so that access of the content cannot be performed from an external bus after a 
program is written in by the ROM writer, as mentioned above, as the content - initialization (concrete 
an I/O map --) of the 1 chip CPU 1 Data, such as counted value of the bit control approach of each port, 
and a timer, Fixed data, a check routine (comparing said fixed data by the side of Built-in ROM with the 
fixed data by the side of Exterior ROM and coincidence) It stores in the program forjudging an 
inequality, a character font (font), and Exterior ROM, and routines, such as a translation table troubled if 
looked into by the third party, are stored. 

[0016] Moreover, the value of the check digit (for example, CRC and a checksum) to the location and 
external ROM all field which store the value which counted the number of a main program, fixed data 
(what is compared with the fixed data by the side of said built-in ROM), a reserve field (for example, 
you may use in order to fill all as fixed data, such as FF, are also, and to make a judgment of 
coincidence and an inequality by the check routine by the side of Built-in ROM), and reserve fields etc. 
is stored in Exterior ROM. 

[0017] Next, the content stored in each field of Exterior ROM using drawing 3 is explained. That is, the 
check routine by the side of Built-in ROM accesses the field of (1), (3), (5), (7), and (9), and the fixed 
data in comparison with the fixed data by the side of Built-in ROM (coincidence or inequality) are 
stored in it. A main program is stored in the field of (2), (4), (6), (8), and (10). 
[0018] It is the reserve field where the main program remained in the field of (1 1), and is buried with 
pattems, such as FF decided beforehand. The byte count of the reserve field of (1 1) is stored in the field 
of (12). (For example, it will be set to C8H if it is 200 bytes) The CRC value which is a check digit to an 
external ROM all field is stored in the field of (1 3). 

[0019] Hereafter, concrete processing of operation is explained using flow drawing of drawin g 4 . 

(1) after power-on and Exterior ROM - 1 byte ~ or read 2 bytes (step 1) 

(2) Has initialization of the 1 chip CPU finished or not? (Step 2) 

(3) the case where step 2 is NO ~ an initialization parameter - the exterior - ROM . 
[0020] (Step 3) 

(4) When step 3 is NO, Built-in ROM is referred to, initialization of the 1 chip CPU is performed as it is 
also with the initialization parameter which Built-in ROM has, and subsequently (step 4) an 
initialization flag is set (step 5), and return to the initialization exit status of the 1 chip CPU. 

(5) When step 3 is YES, Exterior ROM is referred to, a parameter is set and a number of parameters 
(step 6) counts. (Step 7) 

In addition, the parameter of Exterior ROM shall be initialized, while it shall be enciphered and 
decoding at any time. 

(6) the count of a number of parameters - termination . (Step 8) 

(7) When step 8 is NO, shift to step 10. 

(8) When step 8 is YES, an initialization flag is set (step 9) and return to the initialization exit status of 
the 1 chip CPU. 

(9) the case where step 2 is YES ~ external ROM access - termination . 
[0021] (Step 10) 

(10) When step 10 is NO, calculate a checksum and a CRC value. In addition, the approach using other 
error detecting codes may be used. (Step 1 1) 

(1 1) Do check fixed data or not? (Step 12) 

(12) When step 12 is NO, go into the preceding paragraph of step 15. 
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(13) Are data right or not when step 12 is YES? 
[0022] (Step 13) 

(14) When step 13 is NO, set the abnormalities NG 1= 1 in data, and go into the preceding paragraph of 
step 15. In addition, it is the result of the fixed data of the address of Exterior ROM which can be known 
beforehand confirming whether to be the right or not, and NG 1= 0 is normal and NG 1= 1 is 
abnormalities. (Step 14) 

(15) When step 13 is YES, do carry out FF value check or not? 
[0023] (Step 15) 

(16) When step 15 is NO, go into the step 20 preceding paragraph. 

(17) the case where step 15 is YES FF . (Step 16) 

(18) When step 16 is NO, carry out 2= 1 set of NG by that which is except FF (abnormalities), and go 
into the step 20 preceding paragraph. In addition, it is the result of the fixed data of the reserve field (for 
example, FF is stored) of Exterior ROM confirming whether to be the right or not, and NG 2= 0 serves 
as normal, and NG 2= 1 serves as abnormalities. 

[0024] (Step 17) 

(19) the case where step 16 is YES the number of FFs (byte count) - O.K. . (Step 18) 

(20) When step 18 is NO, the number of FFs (byte count) is judged that a difference is unusual, carry 
out 3= 1 set of NG, and go into the step 20 preceding paragraph. In addition, it is the result of the fixed 
data of the reserve field (for example, the total (byte count) of FF value is stored) of Exterior ROM 
confirming whether to be the right or not, and NG 3= 0 shows normal and NG 3= 1 shows 
abnormalities. (Step 19) 

(21) the case where step 18 is YES - the address Of Exterior ROM ~ -i-l - or take +two and retum to 
the preceding paragraph of step 1 after that (step 20). 

(22) When step 10 is YES, they are a checksum value or a CRC value (other error detecting codes may 
be used.). Do ** O.K. or not? (Step 21) 

(23) When step 21 is NO, display an error situation. 
[0025] (Step 22) 

(24) When step 21 is YES, are they NG 1= 0 or no (is it O.K.?)? In addition, it is the result of the fixed 
data of the address of Exterior ROM which can be known beforehand confirming whether to be the right 
or not, and NG 1= 0 serves as normal, and NG 1= 1 serves as abnormalities. (Step 23) 

(25) When step 23 is NO, display an error situation. 
[0026] (Step 22) 

(26) When step 23 is YES, are they NG 2= 0 or no (is it O.K.?)? In addition, it is the result of the fixed 
data of the reserve field (for example, FF is stored) of Exterior ROM confirming whether to be the right 
or not, and NG 2= 0 serves as normal, and NG 2= 1 serves as abnormalities. (Step 24) 

(27) When step 24 is NO, display an error situation. 
[0027] (Step 22) 

(28) When step 24 is YES, are they NG 3= 0 or no (is it O.K.?)? In addition, it is the result of the fixed 
data of the reserve field (for example, the total (byte count) of FF value is stored) of Exterior ROM 
confirming whether to be the right or not, and NG 3= 0 shows normal and NG 3= 1 shows 
abnormalities. (Step 25) 

(29) When step 25 is NO, display an error situation. 
[0028] (Step 22) 

in addition, reset of CPUI/0 should make the same said (23) carried out, (25), and (27) after the display 
of an error situation (step 27) — CPU will be in a HOLD status after that. (Step 28) 
In addition, if the result of each check of steps 21, 23, 24, and 25 is NG (abnormalities), CPU will reset 
own I/O (each bit of for example, parallel I/O is initialized) of CPU, and will change it into the condition 
immediately after the power-on of CPU. For example, the safety of a circuit is maintained, as a motor 
drive circuit is reset and a motor will not be in the condition of those without time splendid. And CPU 
makes the CPU itself a HOLD status henceforth. This microcomputer system serves as a halt of 
operation after this. ^ 
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(30) When step 25 is YES (i.e., when the result of all the checks of steps 21, 23, 24, and 25 is normal), 
jump to the main program of Exterior ROM. (Step 26) 

In addition, even if abnormalities are in which step of said steps 12, 13, 15, 16, and 18 in the program 
execution of Built-in ROM, activation (loading) is continued to the last address of Exterior ROM. 
Because, it is unusual, and if access is stopped promptly, since it will be judged that the address is an 
object for a check, it constitutes so that it may be made to perform to the last address at step 10. 
[0029] thus, the inside of the program execution of Built-in ROM ~ all the checks of said steps 12, 13, 
15, 16, and 18 ~ that is The fixed data with which the fixed data of the fixed-data field of the exterior 
ROM which the 1 chip CPU side recognizes were set up beforehand (step 13), (Check actuation (step 
1 1) of the error detection sign to all the fields that Exterior ROM has) The fixed data (step 13) of the 
fixed address, the fixed data of FF value stored in a reserve field (step 16), It confirms one by one 
whether be number-of-counts data (step 1 8) of the byte count of a reserve field. After reading all the 
fields of Exterior ROM, if at least one of the NGl, NG2, and NG3 which are as a result of step 14, step 
17, and step 19 is inharmonious, the 1 chip CPU will be in a HOLD status, and actuation of the whole 
program will suspend it. 

[0030] Although the flow of a rough program can be held also for a third party if Exterior ROM is 
disassembled since the program which inherits processing from ROM with a built-in 1 chip CPU 
succeedingly, and controls the whole system is written to Exterior ROM Even if this third party applied 
the patch to the program of Exterior ROM and added other additional programs, in order that the 
inequality of the fixed data of Built-in ROM and Exterior ROM which were set up beforehand may 
become clear, the 1 chip CPU serves as a halt of a HOLD status, i.e., program actuation. 
[0031] Consequently, synthetic data and a synthetic system management - secrecy-izing of restricted 
data and reservation of security can be attained ~ can be performed. Moreover, a third party's analyzing 
Exterior ROM, and thinking, when the address (step 26) succeeded fi*om the 1 chip CPU is found is 
removing the 1 chip CPU first and using the 1 chip CPU of ICE (incircuit emulator) or the same 
manufacturer in the ROM-less mode. In this case, even if it is, since the initialization approach (for 
example, step 3 ~, such as counted value of an I/O map, the bit control approach of each port, and a 
timer) of the 1 chip CPU cannot be learned, actuation of a system becomes unfixed and it does not 
operate to normal. 

[0032] Moreover, if it stores in Exterior ROM, it is looked into by the third party and it designs so that it 
may access into the 1 chip CPU when performing processing which has the program of Exterior ROM 
by designing so that important manipulation routines, such as data with inconvenience and a translation 
table, etc. may be stored in the 1 chip CPU, even if the content of a program of Exterior ROM will be 
looked into by the third party, trouble does not occur at all. 

[0033] That is, since the program itself stops if a check should be started (i.e., when there is possibility, 
such as alteration of the content), since it constituted so that check management of the content of data 
might be performed using the check means by the side of the 1 chip CPU also in the exterior ROM 
without a protection fiinction, the safety of data is maintained. 
[0034] 

[Effect] The security system of the exterior ROM concerning this invention Since it constitutes so that 
the fixed data stored in the fixed-data field of Exterior ROM by the check means formed in the built-in 
ROM of the 1 chip CPU may be checked The fixed data of the fixed-data field of the exterior ROM 
which the 1 chip CPU side recognizes with a check means whether they are the fixed data beforehand 
set up into program execution Check actuation, Namely, check actuation of the error detection sign to all 
the fields that the fixed data of the fixed address, the fixed data stored in a reserve field, the number-of- 
counts data of the byte count of a reserve field, and Exterior ROM have is performed. Among these, if at 
least one is inharmonious, the 1 chip CPU will be in a HOLD status, and actuation of the whole program 
will suspend it. 

[0035] Thus, to the exterior ROM through which data may be rewritten, or it may be altered, or may 
look into the content, even if you are among program execution, a check should always do with the 
check means by the side of the 1 chip CPU. (In case processing which specifically has a program by the 
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side of Exterior ROM is performed, the 1 chip CPU side is surely accessed.) If coincidence of each fixed 
data is not checked, consequently it prevents from moving to activation, synthetic data and a synthetic 
system management — secrecy-izing of restricted data and reservation of security can be attained — can 
be performed, 

[0036] that is , since the program itself stop if an inequality should become clear by comparison of fixed 
data , namely , when there be possibility , such as alteration of the content , since it constitute so that 
check management of the content of data may be perform using the check means by the side of the 1 
chip CPU also in the exterior ROM without a protection function , the safety of data have the various 
features , such as be maintain . 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing 1] It is the outline block diagram of the security system of the exterior ROM concerning this 
invention. 

[Drawing 2] It is the block diagram of the memory map of the security system of the exterior ROM 
concerning this invention. 

[Drawing 3] It is an explanatory view explaining the content stored in each field of the exterior ROM 
used for the security system of the exterior ROM concerning this invention. 

[Drawing 4] It is flow drawing showing the flow of the processing in the security system of the exterior 
ROM conceming this invention. 
[Description of Notations] 

1 1 Chip CPU 

2 Built-in ROM 

3 Check Means 

4 Exterior ROM 

5 Program Memory 

6 Data Memory 

[Translation done.] 
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imi^ms] mtmmoMcom^T-mmz. i 
m\-siROMm'rh±xcr>mmizMti:i^^-mm 
^mmttzzb mmbtimmijbmAm&m 

[000 1] 

[a*±£OfiJffl:)i-K] *|&BB{±. i'ha5ROM^?|.#ttL 

/iROM|*liSSlf--yrCPU (V^^oayh'a- 

tCfcft^. ?Hi5ROMc^l)|?gtt, ^^tt^«J6^^i'h 
as R O Mc7)-fe ^ jL U T >f i^X rAtcra-r S t COT* S . 
[0002] 

ifi^. V'f i?Q3ytfi-^ (MPUX 
{±C P U ) SrfflV^Tt 3 yb"A-:^'J^Xf AtiiV^Tti, 
CPU*#:S#{C#a(0«tg (IfifflLS I , 
I/OLSI. ROM. RAM^) ii>^mifz\>^h^^ 
lf-■y7'CPU*>'ffi^^^ffi^,^^5^^•Cv■>l.. ^tttc, ROM 

lslS#c7)/jNM-ft*%ni. b\^o;<V"/h S:vS*»LTfflV^'b 
ii-cv^S. -eLT. ::<oi^>yrcpu{:rt^§ixi.R 

OM(C{i#ac7)i>C0*^*--9T, Mttf, VX^'ROMCO 

J: 3 t^Sgjtl^^c«l'a*i^^cr-^ S:«^J^;c. I. i t (i 

^ AROMc7)J: 3(CJ2.— IflCj: 0 1 HlJ'iftTD^/^A*? 
ff=S:;t EPROM, E2 PROM. 
^ t y ^co J: 3 tCT- ^ g i }i;c ^ t 

t .I^^<^{±^BI^^cT)tcot c P U(^S^$^^|,?|.gp>'^'xs• 
3g•CROMrt^5^S!;i^^^lfc:t^i^tg^^rar^' hSJ 

m^^Lxti*). mm. ^^b^^-yt^-ti^^uT-t 
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2 

£^-re^ h^^wcomt,zi,^m^j:ROMfHm^co i ^ 
■y rc p u g*$-3Sc«i L^fm«f^4>-r3x h wtira 

tg^J'hgnROM ( l^-^AROM, EPROM, £2 P 
10 ROM. 7 7 yi^A^tU^) i lf--yrCP\}l,z9m 

m<r)ROM(ni'j{zru^^ vm-m^tc^-^c^X'. ^vm-^ 
hn^-'p^^mi.zntxmmw^x'M . r-9<n 

[0003] 

[f6BS*^)i?*LJ:3fctS»ffl] *fgBB{im±coJ:a^ 

Pp»S:»^-ri./ci60t>0-C'$>'). ^cosmi. RO 
MpmM(r)l^-yy'CPUI,z9Wl,ith9i-MROM(7)-iz 
20 ^^yr-f $rS«6l>^C^$ti;'v:t£7)t'J>0. ^'hgPRO 
mzmMf—fmmi¥Lif. lf--yTCPUF«?^<7)R0 

•y ^ -r ^ C i: o T T- ^ O-fe # a y f -f &m L/>: 
JI-gPROMcO-trdf jL y r >-;^r d i: t'J) 

[0004 ] 

( m<^m^s ] ±Mi^mcr> ma. i ^ -x r c p u t 
im^ti!>\-m>i^miii itam^^x o m^ttii^mR 
oMb. frfeif--yrcpujcm$nT-tf>ts^$ix7t: 
30 mMT-'-^mmi:^'rmmoMb^:Mmt?>bmz 
mmmROMizimmmR o mcos^t-^^jsco 

[ 0 0 0 5 ] X. mm\-^ROMcr)m^T-i^mm^z. 

ixy"cl*I^R OMcOr- b cojm^ff d 

mtL\,\ X. wi-a5ROMtfo®^T-^'«i^t:. s 
i^f-a5R0M*>'*tsi^«iffii^(cisfrti-i.a^T-:J'?- 
40 muzm&bi-hzbi}mtL^\ 

[ 0 0 0 6 ] X. miimROMm^r-i^mmiz. 
mm^Roumtifmmmco^u h^m'^yh 
mT-^^:^mLtzm^bthzbtimtL^\ x. m 
tmmoMm^T-mmz. mmRomm 
•t^^x<omi>zni-?>:c^'-miiimmmLtim^ 

btlZbmt U\ 
[0007 ] 

tf^ffl] ±ieco*o«i^$-ti-y:;i'hgSROMtfo-fe4f 

50 1 f- yrc PUffl!|*i|2iSt-CV^SJ'|.gPROMiOll^f- 
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[00 08] zcox^iZT-^^^mmifzO. ^^ti 

^c7)-S:*^^SIfg$n^ttfL«•||^ft?|^^^^,^J; 9 LT 

[0 0 0 9] BP*,, TDf ^ hffifigc7)^V'>}'ha5ROMt; 
77-. f-x-y^l;J»*>of^Ji-^iP*>rt§cr)^^ig|f<7)Brflg 
[00 10] 

[^«fi«fl|] Illj^lgia4{i. :^mMmm^ROMcr, 
2|s:j/>?.f-Ac7)«lB&^if£[l, ll2{i;<^:';-7>yr«0!lfS 

izmi^timm^:mmLfzmmm. m4ii9m<7)-m. 30 

[ 0 0 1 1 ] H 1 1 ti 1 f-'yrc P UT* 0 , r- 
^'SS&tcittl.roT^' Mlltg$r*tl.l*l«ROM27!ii 

a5-r^*D<^x.yi!'#g (rn:/7A) 3S:*L, i'l-gp ■ 
ROMF*]tCtStt$il5lil^T-^' i: rt^ROM 2 rtcOr 
-^i:?rit«L-Sc. ^-Sct-$>l.*»$r^x 'yi?-ri.i> 

[ 0 0 1 2 ] 4{±. 1 f- yrC P U 1 tJ-l-gBAXtc 
X-oXT^-tX^tim^ROMX'^)*). ra^yj>,;< 40 

x\>^iij,cD{>h^. ) -etr, ^c7)rn^5A;<^ 'J 5 

:5ri'hSPROMi51J;ctfs l^'^fAROM, EPROM. E 
2 PROM. yyyi^:Lj(=f:0^^mtltff)Th 
I. 

[0013] 7 immiz 1 ^ -y rc p u 1 izf^w<xi,z 

X-^xmrn^ilimRAMizX-yXm^^ixlT-i' 
Ji^'JXh'O. M:ii\^mzimii£S-RAM^ D-RA 50 
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M. MUS-RAMmtiZXr.Xm^^tllhCOX'^^l, 

sammizrvy:^. 9{±^fi, loammm^t. 
im-rmmizm^i^tiimm:. lumvyy/'m 
mm. i2\iTy^-mx'm^^fihx-}]U. i3(ii 
yrc p u 1 ifw&mzmith^—?- F^-f y-c 

[ 0 0 1 4 ] mf^Hfc tt. if--yrcpuici*ii! 

RO M<^7'ni5''7A(itUII<7)ROM 7 ^ Srffll-' 
■CII|i3iiill.ttfO-C J)l.. C:WB$^-C'<iROMC0rt?g 

<nmk. ^m^t:><r)'^^<r>T^■^x\i■s^^x'hh> 

tSffiX(i. f-x-y^'«tg$:fflV^Tf-x'y^'$#1.. ftfO 
J: -5 T R0M|*l^2:^aj L^fig^t- Ktc LT 

fe<i>i7)T'*)-i., 

[0015] OT. I12i0;<t 'J v-yrtcoi^TittB^-r 

ap-fe. mi,z7n-ti.o^z}mRom2\mmLtzn< 

fcO. -ecOrtStLTtil^-yTCPUliO^'ft; 

I /0-7 yr, ^d^-hOb'-y h;3>-ho-;U 

^x-y^';P-f-y (l*lKROMi!|OB5fei^f-:5' 
i:3'|-g|5ROM{i«OliI^T-^fc^Jt«iL-^, ^-St«0 

J-l-aiR O M rtlCtStfj L T fc # »H«tC6[|A^^i-C«illl. W 

x.lsimr-7';i-^i?);p-^y*5*S*i«i$aT v^S , 
[0 0 16]X. rn'Romziiyi^yru^yj^^ n 

Sr-i? {miPm.ROUm<7^m^r--^bim^fih 

'>Xmsbf^< LTJoV^Trt^ROMiJiOf-x >y^';P—f 

mm,<^mi:^^yvLtzmmmhm. 9mRo 
M-^mmzn-fi>^3^-^^'f'Jv h (g^ij^tfcRc^^ 

ji-y^^A) (rmmifiWi^tlX^^l. 
[0017] mzms ^fflV^T^hgPR0Mc7)#ffliSt:tS 

^^tim^i:imi-i. BP*). ( 1 ) . ( 3 ) . 

( 5 ) . ( 7 ) . (9) i^^^Ktirt^ROMMcO^x 

(2) . (4) . (6) . (8) . ( 10) mm 

i,zi,i^-i yruyyM.t,mish^tit. 

[0 0 18] (W) cr,mmz\iyt.^yy'uyyJ^(r)^ 

'^'tcfim.'^x'h-ox . fibm>hixtz¥FmiJ-^^- 
y^zi-oximt^tih, (12) (r>mAzi,i ( 1 1 ) (?) 

t-fhtCSHt^j:h) {\3) mmz\i9VUR0U 

^miizm- s f - X -y T i^' y h T'j) I. c R c mmf\ 
[0019] tiT, mAnvu-m^m^^x^im^m 
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( 1 ) ^^'7-::fy<7m. i'l-SRROM$- 1 AM hXii2^< 

( 2 ) 1 ^-/rc PUcotow-ft;*^'*it)-5?<,^S3!!>s*\ 

(Xx-yr2) 

(3) Xx7r2*5NOC0i»-^, WbA°7^-:5'<i3'l- 

[0020] (XryT3) 

(4) ;?.f--yr3*5NOc7)^^, l^itROM*>'#Hl:? 

il, rt^ROM^i^'DTV^I.MbA-^^-^'t'toT 10 
1 ^ -y r C P UcOtaTOA^'^ff ( X-f y r4 ) 

•y rc P Uc^^JJW-fbiflT^BIlCMI. . 

(5) XT-yrSfj^YESCOm^, ^'hgBROM*<#E$ 

HSPROMOA-^^-^'JiBi^-fLSnTV^StOi: 

( 6 ) ^N-5^-i?gCiO;<r'!7y hi|^T7:)^*\ 
C^f-yTS) 20 

(7) ;^x yr8*5NOWil^. XryTl OtC^ff^ 

(8) X7--yr8*SYES«%&, «t;777"*«-b-y 

(9) ;^x-y7°2*5YESc7);^-^, J-hgPROMT^^-feX 

[002 1 ] (Xf-vTlG) 

(10) Xr-yri 0*iNOc7):^, f-x-y^tfA, C 

Rcffli&n^-f^, jsi. i&(r)m*)mm^i:m\^tiijm 30 

lrffl»-'>T{>^i<\ (Xf--yril) 

(11) [i^T-^'2rf-x-yi?-ri.*»SAn 
(Xf-yTl 2) 

( 1 2) ::?.r yn 23!)«NO<7)J^^, X-f yTl 5(01^ 

(13) Xr>y7° 1 2*>'YESC7):^^, -f-^fijijEU^ 
[00 22] (XT'yri 3 ) 

(14) XT-y-r 1 3*^'NO<:7)i©^, T-^mnNGl 

= lSr-b-y hLXx>yri SiOffS^AI., i^, i'l-gBR 40 

A^S-^x y^^UcJgHT'fcO, NGl = 0*iiES. NG 
1 = 1*^'^S. (X 

( 1 5 ) Xir>y7*l 3**YES<^J^. FFfi^x'y^' 

[0023] (Xfyri5) 

( 1 6) Xr-yri 5!i)«NO<0:®-&. Xf •yr2 0KfS 

(17) Xf'yr 1 5*iYESOii-^. FF*^S*\ 50 
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(Xr yri 6) 
(18) Xf yri6!!)*NOiO«-&, FFi^MX'hl 
(M^) C0t'NG2=Hr'/M., XT y7'20MS'V 

Ai., f^. i'mROMc^^mmm (mniFFmrn^ 

^•CJ>'3, NG2 = 0*SjES. NG2=l*«MSt^ 

[0024] (Xr-yT17) 

( 1 9) Xr-yn 6*5YES(?3*&, FF(7)|S(A'>f 

hiS:) OK*>s*\ (xr-yri 8) 

( 20) Xt'xTI 8*<N0O*§-&, FFO^(AWh 
iC) ^-mOS^t^iMSil. NG3=l-b7ht, X 
T-yr2 01iifia^AS. il^ROMOl^fiii^JS (tflj 

;itfFFffico3iim (AM hm) mm^tix\^i) m 

^T-9ifilEL\<^i}^i}^^x. -y 9 U:^^Xh D , N G 
3 = 0*>'IE^, NG3 = l*5^^$r^-r. 
(Xr^ri 9) 

(21) XT^-yri 8*^'YEScO«-^. ^mPROMcor 
FVX2:+ 1, Xt±+2LT. (Xr-y7°2 0 ) f cof* 
XT^yricOffSt::^!.. 

(22) Xr-yn O^^^YEScOif-^, ^x-y^-tAffi 
XtiCRCtt (ffi^o^0^^^lS^?-vS:ffl^'^•Ci.^^\ {iO 
K*^3!i\ (Xr-yr2 1) 

(23) Xr'yr2 1 A^NOCT):^-^, X7-*tltO^ 

[002 5] (Xr'y7*2 2) 

(24) XT yr21i{|5YES<^*^. NG1=0*> 
(OK*>) SA\ i^. 5'f-gPR01VlcoT-<6*nOt#I.Th'^ 

XOllgT-:?*»'iELV'>*»SA»Sr^x -y LTtMSt'* 
NGl=0*<iE{!r. NGl=l*SflSt^rl,, 

(Xr-yr 

23) 

(2 5) XT-yr2 3*^'NOcO*S-^. x5-^t^<7)^ 

[0026] (XT-y7°22) 

(26) Xr-yr23*^YES(0*|-^. NG2 = 0*> 

(oK*») {'^a5ROM^7)^fis^s« (mjfp 

'y9Lfz^%XM. NG2 = 0**iES. NG2=1*>' 

(Xf-yr 

24) 

( 2 7) Xr7r24*<N0<?3:©'^, X5-4^<?)«S^ 

[0027] (Xf-yr22) 

( 2 8) XTvr2 4 7!)^'YES(7)Ji^. NG3 = 0;5^ 

Fmnm. (AM ym -mmK^fccy^^h) wiisr- 

^ if^ L I ''i^^S*^^ X -y ^' l.fzm%Xh 0 , N G 3 = 0 
«^'IEm, NG3 = l*iM^2:*-r. (X-r-yr 
25) 
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(29) X=r'^/-ri 5*iNO<0:^. X5-4^BI<0^ 
100281 (;^ryr22) 

i^. ffieUJt (23) , (25). (27)tl5l«tCX 
7-*^»0«^^<7)f^C P U I /0<7)U-b -y h*i^§iX 
(Xf •yr27) , -?-<:Of^CPU{i;l^-;WF:Kfigt^ 

(:^fyr28) 
i^, Xr-y7°2 1, 2 3, 24, 2 50#'<?C7)^x y 

Sr'J-feyhL, CPUO^N''7-;tyttf*«0tt.^lC-r 

0 -5 ^ LiOtt^ic^: f> ^ V ^ J: a tc: t T (HKcT)^ 
ttSrfiio. -eLT, lamcPUtiCPUSa-S-^-yPF 

(30) ;^r yr2 5**YES<^%^, a|I*>, Xr yT 

2 1, 2 3, 24, 2 5O^T^7)^i y:?i0^m*^'jE^ 

yTtl. (Xr7r2 6) 

2, 13, 15, 16, 1 8i7)Mil*^OXf yTtC^^ 
A>«b-5Tt^'[-igBROMc7)g$57H^XST'llff (n- 

I. k mm^fix tto ^xr r 1 0 -rmcor k 

[0 0 291 ^Oidfc. l*I@SROM«oro/7ACO|| 

'ff4'MfiXr-yri2, 13, 15, 16, 1 8<?D^ 
•CO^x 'y ^fiP^, 1 ^-yTC PUffllJAifS^fCt^l.i'l- 
7t:ll$r-^ (X7^.yri 3 ) , m^Rommth 
i^Xcr)mmizn-t^:i^y-mm^<^i-:Ly^'m (X 
x-yTi 1 ) . m^TVuxcnmMT—f' (xr yri 
3) , "fmmm^zmi-iFFmmMr-^ u^-v 
ri 6 ) , =fmm&(r)fu vw(r)i}'oyvm.T-9 (x 

r-yr 18) ) T'S).g.*>S*^«?)f-x-y^'2:Ji»:firt\ H 
g^ROM^0^^SS:M^?t*^*. Xr yri4, Xr-yr 
17, Xx-yri 9T'^0|S*T'*I.NG1, NG2, N 
G3C0 1 -:>t't>^-gCt-$)l>^<^a' 1 f--yrc PUti* 

COO 30] J'hSBROMWi, l^-yrCPU|*l^cOR 

i fflii^> I. i OISH#«9hg|5 R O MCO rn /9 A t/N- 

LTtrtKRO M i: J'hgSR OM i: tfOffl^r-^' 

<7)^-SC*^'flB3-ri.^%t 1 -y r C P U{i;^-;U YWS^ 
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[0031] -e^O^ft, ?m^r-^'£7)«:-Eft, -feJf 
T < (m%ifi^M^X^ I.^^^W^T-^'^i^XxAW 

a**ff'5ri.s. X, w.EMifi^RommmLx, i 

^■yrCPU*^^)?|^^<'rH^X (X-r-y 7'26) $: 

^■ontzM-k. ^tt^tih^it'.i. $tf i^-yrcpu 

Sril-L, I CE (-f y-r-Jf y hXSjLl^-^') ^Pl- 
^~i]-(r) 1 f--yrC PUJ ROMiELt- H-cfflv^s 
ii:-CJ)l.. ^c^*a^CS)-5-Ct,, If-'yrCPUcT):^ 

ai^t::^^ ( «»J;i{f , i /o v ^y r, #--K- h f ^y h n 
10 yhn-;u:frffi, ^'>f -7-«o^>?yHl^xr-yr3 

[ 0 0 3 2 ] X, m^Romzimv. i?z«tc^*>ti 

SCtlCioT, }'hg5ROMc7)7*D/5A*>'J>l>5!ia$: 
Mrf i: 1= 1 f - -y 7-C P U rttcr ^ -b X U:5r{th. 

\iti:hts:^^x 0 \>zm^\.xiimmm.ou<nruyy 

20 V\ 

[00331 fiP*>, rnr^' h«ltgc^^c^^f-gPROM(c 
fcV>T t T-^J'F^lSO^x -y a$r 1 f-'y rC P Uffl 
(73^x >y ^'^S^fflt^Tff a J; 3 tC«LT V^l.(7)t', 
7?-, f-x>y^fc:^*»o7t«-^BP*>l*I?gO^ii^«0^fig 
tt*^'*-SJ®-^(C(i;7°0;/^Agf!|J:«iX h •yTLT 3 
(7) t-r- ^ c7)^14{4ft;(tiil. t cot'fe I. , 

[00341 

m%.\ *^BfltC^I.?hgi5RO!VlcO-b=^riUr'f j^Xr 
1 f- ■y7'C P UcOrt^ROM(Ci5(t^>^l/v!f-x -y 
30 ^^gCJ;oT?hg|5ROMOll^T-^^^(CtStt$IX 
•SSI^T-^'S-f-x >y :5'-r«.<t 3 fc:iffi^tTV^«.<Ot', 
7°0 A cO^ff 4>IC , 1 ^ •/ 7" C P UffllI*>'i2ltE LT ■> 

h^\URom(m'M.f-'?^mM'^r-ytf'=fmi^ 

^tifzm^T-9X'i>hi}^i}^i:^x •v^^mzi.'iX 

f-x-y^'»f^, ip-ipS^tTF^XcOiaST-:?, 

h fsiT- ^ j^v'i'hss R o mi?-^-t h±x (ommiiznth 

T^-^X'h ^>{S' 1 f - v TO P U i: 

[003 51 i«Oj:3{CT-:S'?:fflft;t^>:0, ^m^ti 

fz'om^'^iim^m.Z 0 it-?.^figtt^^S>'&5'hgPR01VI 
(ci^ t Tti r n /7 A comff'PX'h o T t, ^tcl ^ -y r 
CPUilCOf-x -y^^StCi-^Tf-x 'y ^^^'^Sr^iXs 
( m#:Wt-«5'hS5R O Mli07-n 7 A*^*) S ^0:3$:^ 

ff-r^si^ttM'-rif-'yrcpuffljdr^-bxL, #ii 
^T-:?(o-'mmm^ti^^itftnimTizmv^j:\,^xo 
lztxt3< %><r)X'hh ) -e«o«s*. imr-9<nm. 

50 ■^v-XrA^aT&^fi^i.l,, 
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[ 0 0 3 6 ] gp*>. rof-^ h^tgcO^V^^'l-gBROMlC 
V t> T - ^ X -y 7 1 ^ -y 7°C P U ffll 
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1 0 



[H 3 ] *^B3WI&?l-g|5ROMc7)-b a U T vXr 

l)iBBt!tijiBBiax'j,i.« 

A t (t I. J!]!a<^Sith. 7 D -0 t'S) I. . 



1 

2 
3 
4 
5 
6 



If-yT-CPU 
|*lKROM 
^x-y:^'W3 
j'hgPROM 



[HI] 



(t-> hay t> 



I 3-- b'-j-i^' 



©0 



ill 



^g|5R0M 

• KPROM • I ^'-f A PROM 

• E== PROM • v 



• EPROM • J APROM i 



• S RAM 
■ D RAM 



MIS - RAM 



.10 



iivvfrAm\ ~ 1 1 
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[02] 



lOOOil 



iQcROM 



KFFPH 



• ^sfiR OM (-/u ^/ 7 A) Wf;:^^-^ t 
h im^ni. cue. ^.x v^-!^^'.) 
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[03] 





un 


2 — 


l^,€ROM 















Oil MISIROM 



FFFH 



lOOOlI 

(1) . (3) . (5) . a) . (9) 

O Mc?) f - J. y '/ u / -7 A;;^^ 



(2) . (4) . (6) . (8) s (10) 



3000H 



• (12)li(ll)®TH)RSIJSO'^''< h 

• (13)11. CRCM {-J-.^ /^-t^^^ 



4000H 



POOOII 



(C10«^. 200 ^^-^ b) 



i-TFF.ll 



I'TFFII 



(11) FF 



F F 



(12) C8 



(13) 
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[04] 




S2 
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•SI 3 



s2 2-^ax'j-ijmoi< 

S2 7^ 
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